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Generating Adversarial Eval Data

For example, we can deliberately train a model to generate prompts that are

likely to elicit toxic behaviors, and use the generated prompts to test safety
of other LLMs

Perez et al. 2022. Red Teaming Language Models with Language Models.



Synthetic Data for Analyzing LLMs

- Modern example: Kassner, Krojer, and Schutze (2020)
generated a synthetic pretraining corpus generated by
synthetic facts (e.q. “jupiter is big”) and logical rules
(e.q. “jupiter is not small”)

- Pretrained BERT from scratch on this corpus

- Discovered that BERT struggles with two-hop reasoning

Kassner et al. Are Pretrained Language Models Symbolic Reasoners Over Knowledge? 2020.
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LMs are powerful for text generation tasks.
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Tools can Benefit LLMs a Lot

Just imagine, if LMs can use calculators, it can help a lot for mathematical
reasoning  How next token predictions elicits external tools?

The New England Journal of Medicine is a registered
trademark of [QA(“Who is the publisher of The New
England Journal of Medicine?”) — Massachusetts
Medical Society] the MMS.

Out of 1400 participants, 400 (or [Calculator(400 / 1400)
— 0.29] 29%) passed the test.

The name derives from “la tortuga®, the Spanish word for
[MT(“tortuga”) — turtle] turtle.

The Brown Act is California’s law [WikiSearch(“Brown
Act”) — The Ralph M. Brown Act is an act of the
California State Legislature that guarantees the public's
right to attend and participate in meetings of local
legislative bodies.| that requires legislative bodies, like
Schick et al. Toolformer: Language Models Can Teach Themselves to Use Tools. 2023 city councils, to hold their meetings open to the public.
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APIs

Tools can be Very Diverse

Video, Images APlIs

Create Team Add Your API

Video and Images APIs are tools that provide developers with access to various functionalities related to managing, processing, and integrating video and image content into

applications, websites, or services.

Collections

Recommended APIs

Popular APIs

Free Public APIs for Developers
Top Al Based APIs

Tax APIs

= View All Collections

Categories
Sports
Finance

Data
Entertainment
Travel

::: View All Categories

@ a
Cars image background

removal

Remove background and
blur license plates in vehicle
photos. [l[Examples]

Verified v

295 ©6,764ms v 100%

D A
TikTok - Download video
no watermark

Get TikTok/Douyin video
with/without watermark,
high quality, fast, simple.
TikTok Downloader No

296 ©® 10,008 ms v 100%

$ N

HTML to ZPL

Convert HTML/PDF to ZPL
for Zebra label printers

296 ©®23% ms v 100%

;f :

Background removal

Automatic
background/foreground
removal service. Without
resizing.

294 ©7162ms v 100%

> A
YouTube Mp3
Downloader

Update: 19 Apr 2024: API is
fixed & it is now 100%
working. Now suports
YouTube Music Premium

297 (©24858ms v 92%

q -
Girls Nude Image

Girls Nude Sexy images API
get pussy, boobs, ass, 4k,
anal, gone-wild images of
girl , this api can make you
cum, best porn image, sexy

294 (©®39Tms v 100%

© N

Toonify

Tools for face
transformation

294 ©12135ms v 100%

Aﬁ N
Toonme API

The Toonme APl is a
powerful tool that
transforms ordinary images
into fun cartoon-style
images with just a few

294 ©2056ms v 100%

Docs

Log In

Sign Up




Tools can be Very Diverse

Terminal commands

mark@linux-desktop: /tmp/tutorial
File Edit View Search Terminal Help

mark@Llinux-desktop:~$S mkdir /tmp/tutorial
mark@linux-desktop:~$S cd /tmp/tutorial
mark@Llinux-desktop:/tmp/tutorial$ mkdir dirl dir2 dir3
mark@linux-desktop:/tmp/tutorialS mkdir

mkdir: missing operand

Try 'mkdir --help' for more information.
mark@linux-desktop:/tmp/tutorialS cd /etc ~/Desktop
bash: cd: too many arguments
mark@linux-desktop:/tmp/tutorials$ 1s

dirl dir2 dir3

mark@Llinux-desktop:/tmp/tutorial$ l




Tools can be Very Diverse

Actions In Games
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Tools can be Very Diverse

Tools can be another neural model

Call another model to perform translation, describe images, etc.
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What is a Tool Anyway?

[1] Animal tool: the external employment of
an unattached or manipulable attached

Program J
environmental object to alter more efficiently [ Og

the form, position, or condition of another V \

L External J {Functional}

Tool Basics: Definition CI;' 0«

An LM-used tool is a function interface to a computer program that runs

external to the LM, where the LM generates the function calls and input
arguments in order to use the tool.

[1] Shumaker et al. Animal tool behavior: the use and manufacture of tools by animals. JHU Press, 2011.
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Tool Basics: Functionality

) Perception: collect data from the env

¢ Action: exert actions, change env st

7] Computation: general acts of
computing

Agents: anything that can be viewed as perceiving its environment through
sensors and acting upon that environment through actuators!.

[1] Russell, Stuart J., and Peter Norvig. Artificial intelligence: a modern approach. Pearson, 2016.
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The Basic Tool Use Paradigm

Tool Use: switching between

e text-generation mode
e tool-execution mode

The New England Journal of Medicine is a registered
trademark of [QA(“Who is the publisher of The New
England Journal of Medicine?”) — Massachusetts
Medical Society] the MMS.

Out of 1400 participants, 400 (or [Calculator(400 / 1400)
— 0.29] 29%) passed the test.

The name derives from “la tortuga’, the Spanish word for
[MT(“tortuga”) — turtle] turtle.

The Brown Act is California’s law [WikiSearch(“Brown
Act”) — The Ralph M. Brown Act is an act of the
California State Legislature that guarantees the public's
right to attend and participate in meetings of local
legislative bodies.| that requires legislative bodies, like
city councils, to hold their meetings open to the public.
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What is Exactly Happening

Structured
objects

Response
Parser

LM Response

Sure, I'll check the current weather for you.

[thinking] | need real-time conditions so the user’s route recommendation is accurate. [/thinking]

<tool call>
{"name": "get_weather", "arguments": {"location”: "San Jose, CA, US", "date": "2025-11-07"}}

Qwen3

</tool call>

Different Models can have different templates
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What is Exactly Happening

Structured
objects

Response
Parser

LM Response

Sure, I'll check the current weather for you.

<thinking>
| need real-time conditions so the user’s route recommendation is accurate.

</thinking>

<get weather>

<location>San Jose, CA, US</location> De e pSee kV3 . 2
<date>2025-11-07</date>

</get_weather>
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What is Exactly Happening

LM Response l Response . Structured

Typically a model is released along with its parser implementation

16



What is Exactly Happening

"response”: "Sure, I'll check the current weather for you.",

"reasoning”: "l need real-time conditions so the user’s route recommendation is accurate.",
"tool_calls": [

{

"name": "get weather",

"arguments": { -_— App|y_chat_temp|ate()

"location”: "San Jose, CA, US",
"date™: "2025-11-07"

) Sure, I'll check the current weather for you.

J

] [thinking] | need real-time conditions so the user’s route recommendation is accurate. [/thinking]

<tool call>
w,n

"name": "get _weather", "arguments": {"location": "San Jose, CA, US", "date": "2025-11-07"}}

</tool call>
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What are Agents

Anything that can be viewed as perceiving its environment through
sensors and acting upon that environment through actuators.

Abilities - LLMs
Goals/Preferences ¢ Agent —
Prior knowledge - — - / Actions

Tools’

4_-

Data Observations

Past experiences
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One-Step Tool Call -> Agents

{

"response”: "Sure, I'll check the current weather for you.",

"reasoning”: "l need real-time conditions so the user’s route
recommendation is accurate.”,

"tool _calls": [
Tool Calls {

"name": "get _weather",

"arguments": {
"location”: "San Jose, CA, US",
"date": "2025-11-07"

19



One-Step Tool Call -> Agents

Tool Calls
Execute Tools

20



One-Step Tool Call -> Agents

"response": "Sure, I'll check the current weather for you.",

"reasoning": "l need real-time conditions so the user’s route recommendation is
accurate.",

"tool_calls": [

{

"name": "get _weather",

"arguments": {
"location™: "San Jose, CA, US",
"date": "2025-11-07"

}

Tool Calls
Execute Tools
Append Tool Returns

"tool return":{
"temperature”: 21.5,

"condition”: "clear”,
"humidity": 60,

"wind_speed": 10,

"location": "San Jose, CA, US",
"date": "2025-11-07"

}
)
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One-Step Tool Call -> Agents

"response": "Sure, I'll check the current weather for you.",

"reasoning": "l need real-time conditions so the user’s route recommendation is
accurate.",

L L M S "tool_calls": [
{

"name": "get _weather",
"arguments": {

"location": "San Jose, CA, US",
TOOI Ca”S "date": "2025-11-07"

Apdly chat template() }
}

Execute Tools 1

"tool return":{
"temperature”: 21.5,

"condition": "clear”,
Append Tool Returns humidity" 60,
"wind_speed": 10,

"location™: "San Jose, CA, US",
"date": "2025-11-07"
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Sure, I'll check the current weather for you.

[thinking] | need real-time conditions so the user’s route recommendation is accurate. [/thinking]

<tool call>

"name": "get_weather", "arguments": {"location": "San Jose, CA, US", "date": "2025-11-07"}}
</tool call>
<tool return>

{ This is the context fed back to the

"temperature™: 21.5,
" clear”, model to continue generation
"humidity": 60,
"wind_speed": 10,
"location”: "San Jose, CA, US",
"date": "2025-11-07"
}

</tool return>

"condition
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One-Step Tool Call -> Agents

Agent Loop
Tool Calls Agent loop ends when the model generates a tex
Apdly chat template() response without tool calling, or sometimes we

Execute Tools define a “done” tool for the model to call

Append Tool Returns

24



Why Do We Want Agents

Imagine if things get done by just talking...

Virtual Assistants

5@ Set an alarm at 7 AM
<) Remind me for the meeting at 5pm

5@ Play Jay Chou’s latest album

. O Untitled-1

Untitled-1 @

my list = [3, 5, 1]
sort in descending order O

e
1
2
3 sorted(my _list, reverse=True)
4
5
5

master* <> Python 3.6.5 64-bit

Natural Language Programming
5@ Sort my_list in descending order
5@ Copy my file to home folder

< Dump my_dict as a csv file output.csv
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Tool Integrations into ChatBots

ChatGPT plugins

We've implementeg s
ChatGPT. PluginggPs 2 < K

| a n g u ag e m Od e l Expedia FiscalNote Instacart KAYAK

Bring your trip plans to life—get there, Provides and enables access to select Order from your favorite local grocery Search for flights, stays and rental cars.

h I C h ( ; P I stay there, find things to see and do. market-leading, real-time data sets for stores. Get recommendations for all the places
e p a a ‘ legal, political, and regulatory data and you can go within your budget

information.

computations, o

K. v -0 B

Klarna Shopping Milo Family Al OpenTable Shop

( hat< 5 P l DI ug InS Search and compare prices from Giving parents superpowers to turn the Provides restaurant recommendations, Search for millions of products from the

thousands of online shops. manic to magic, 20 minutes each day. Ask: with a direct link to book. world’s greatest brands.

Hey Milo, what's magic today?

" =

Speak Wolfram Zapier

Learn how to say anvthing in another Access computation, math, curated Interact with over 5,000+ apps like Google
) y < t ' $
lanc uage with Speak, your Al-powered Knowledge & real-time data thro ugh Sheets, irello, Gmail, | iubSpot, Salesforce,
< } .. v '

language tutor. Wolfram|Alpha and Wolfram Language. and more.
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Turn and go with the flow of traffic. At the first traffic light turn left. Go
past the next two traffic light, As you come to the third traffic light you
will see a white building on your left with many American flags on it.
Touchdown is sitting in the stars of the first flag.

Chen et al., 18’
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Games

No Man’s Sky: Go to spaceship No Man’s Sky: Shoot Asteroid

SIMA, DeepMind SIMA Team 24’

28



SoftWare Development

Some nice examples at: https://agent.minimax.io

< » C & preview.devin.ai

Devin's Workspace ® Following

-

default

<hr><center>openresty/1.21.4.3</center>
Devin <script defer src="https://static.cloudflareinsights.com/beacon.min. js/v84a3a401
Hey Scott, just wanted to give you a quick update. I've updated the model names in the 2d694ce1a686ba8§167c359c1696973893317” integrity="sha512-euoFGowh laLgXsPWQ48qSkB
SCFs3DPRyiwVu3FjR96cMPx+Fr+gpWRhIafcHwqwCqWS42RZhIudOVvEI+Ckf6MA==" data-cf-beaco

n="'{"rayld":"862a27d689347208","b":1,"version":"2024.2.4","token":"92730c73a%74
about to re-run the script to test the data collection process with these updated model names. |l let 7fbb6a25e1d6657122d"}' crossorigin="anonymous"></script>

benchmarking script to the correct Llama 2 70b models for both Together and Perplexity APls. I'm

you know how it goes and share the results once | have them. Thanks for the Perplexity key, by the </body>

way! It's all set up and ready to go. </html>

Replicate Tokens per Second: None
Together Tokens per Second: None
Perplexity Tokens per Second: None
ubuntu@ip-172-31-27-196:~%

® https://docs.perplexity.ai/reference/post_chat_completions benchmark.py

¢, Perplexity =
Labs 0s

vo Home (L Guides AP\ Reterance Changetoy Orncusssmns time

Home raQ Apphcation Status Discord Twrittmr

Chat Completions requests

[~
TOGETHER_API_KEY =

REPLICATE_API_KEY =
PERPLEXITY_API_KEY

REPLICATE_ENDPOINT =
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https://agent.minimax.io/

Training-free Methods for Building Agents

30



How to Let LLM Become an Agent

sure, I'll check the current weather for you. The New England Journal of Medicine is a registered

trademark of [QA(“Who is the publisher of The New

[thinking] | need real-time conditions so the user’s route recommendatic  England Journal of Medicine?”) — Massachusetts
Medical Society] the MMS.

< >
tool_call Out of 1400 participants, 400 (or [Calculator(400 / 1400)

"name": "get_weather", "arguments": {"location": "San Jose, CA,US","dat  _, 0.29] 29%) passed the test.
</tool call>

The name derives from “la tortuga®, the Spanish word for
[MT(“tortuga”) — turtle] turtle.

The Brown Act is California’s law |WikiSearch(“Brown
Act”) — The Ralph M. Brown Act is an act of the
California State Legislature that guarantees the public's
right to attend and participate in meetings of local
legislative bodies.| that requires legislative bodies, like
city councils, to hold their meetings open to the public.

We just need the LLMs to output certain formats of tool calls that we can parse
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Just Prompt

Supposing you have the following APIs, answer the given question.

Available APIs:

1. weather(location): for getting the weather information given a location

2. location(): for getting the location of the user.

3. bus_route(start, end): for finding the current bus route from the start position to the end position.
4. count_characters(s): for counting the number of characters in a string s.

Question: Is it okay to go hiking today?

To know the answer, we first need to know the current location of the user.
API call: location() = Seattle.

Next, we need to know the current weather in Seattle. We j u St n e e d t h e I_ L M S tO O u t p u t

API call: weather(Seattle) = Cloudy with a chance of rain.

Based on this information, it is not recommended to go hiking today in Seattle. Ce rta i n fO r m a tS Of tO O I Ca I I S t h a t
we Cahn pdarse

Available APIs:

1. weather(location): for getting the weather information given a location

2. location(): for getting the location of the user.

3. bus_route(start, end): for finding the current bus route from the start position to the end position.
4. count_characters(s): for counting the number of characters in a string s.

Question: how long does it take to take a bus to Vancouver?

To answer this question, we first need to know the current location of the user.
API call: location() = Seattle.

Next, we need to find the bus route from Seattle to Vancouver.

API call: bus_route(Seattle, Vancouver) = 4 hours.

Therefore, it takes 4 hours to take a bus from Seattle to Vancouver. 3 )



Thank You!
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