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Recap:	Why	did	these	biases	occur?	Why	didn’t	NLP	
system	designers	think	about	these	issues	beforehand
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Harmful	Content	&	Toxicity
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Biases	vs.	Toxicity

4

&
evidiicace rune

das doc
Reddit

[1 Esenten -



Toxicity	in	LLMs
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Gehman	et	a.	RealToxicityPrompts:	EvaluaTng	Neural	Toxic	DegeneraTon	in	Language	Models.	2020

Touvron	et	a.	LLaMA:	Open	and	Efficient	FoundaTon	Language	Models.	2023



Why	are	these	models	learning	so	
much	undesirable	content?
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Problems	with	Self-Supervised	Pretraining
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Toxicity	in	GPT-2’s	pretraining	data
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Fake	news	in	GPT-2’s	Pretraining	data
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How	to	Safeguard	Your	LLMs
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Overview	–	LLM	safeguarding
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Dataset	Filtering
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Dataset	Filtering
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Dataset	Filtering
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Dataset	Filtering
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Blocklist	of	“bad”	words
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h2ps://github.com/LDNOOBW/List-of-Dirty-Naughty-Obscene-and-Otherwise-Bad-Words
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What	are	the	issues?



Blocklist	of	“bad”	words
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h2ps://github.com/LDNOOBW/List-of-Dirty-Naughty-Obscene-and-Otherwise-Bad-Words

What	are	the	issues?

Strong	risk	of	over-deleTng	bio,	legal,	minority	content



Effect	of	“bad	word	blocklist	filtering”
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Effect	of	“bad	word	blocklist	filtering”
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Effect	of	“bad	word	blocklist	filtering”
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Effect	of	“bad	word	blocklist	filtering”
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GPT3	Quality	filter	backfires
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GPT3	Quality	filter	backfires
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GPT3	Quality	filter	backfires

15

-



GPT3	Quality	filter	backfires
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GPT3	Quality	filter	backfires
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maybe	filtering	isn’t	a	good	idea	since	it’ll	
backfire?



GPT4Chan	controversy
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GPT4Chan	controversy
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GPT4Chan	controversy
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Why	LLMs	might	want	to	have	seen	
toxic	content
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RLHF	SafeGuarding
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Bai	et	al.	Training	a	Helpful	and	Harmless	Assistant	with	Reinforcement	Learning	from	Human	Feedback.	2022

Zhou	et	al.	Relying	on	the	Unreliable:	The	Impact	of	Language	Models'	Reluctance	to	Express	Uncertainty.	2024
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Big	Unresolved	Tension
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Big	Unresolved	Tension
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Alignment	tax	is	the	extra	cost	of	making	an	AI	system	safe	and	aligned	with	human	
values,	which	can	include	reduced	performance,	increased	development	Tme,	and	
higher	compute	costs	compared	to	an	unaligned	version.
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What	Can	We	Do?
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A[ack	LLMs
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A[ack	LLMs
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Other	Types	of	A[acks
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Other	Types	of	A[acks
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Other	Types	of	A[acks
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Other	Types	of	A[acks
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Membership	Inference	A[acks
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Data	Extrac]on	A[ack
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Prompt	Extrac]on	A[ack
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Prompt	Extrac]on	A[ack
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Prompt	Extrac]on	A[ack
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Prompt	Extrac]on	A[ack
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Jailbreaking	A[ack

28

One	strategy:	write	a	prompt	that	gets	the	model	to	bypass	the	guidance	it	
learned	from	RLHF.



Jailbreaking	A[ack
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Can	we	make	an	aligned	language	model	generate	outputs	that	violate	its	
alignment?

One	strategy:	write	a	prompt	that	gets	the	model	to	bypass	the	guidance	it	
learned	from	RLHF.
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Jailbreaking	A[ack
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Jailbreaking	A[ack
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Jailbreaking	A[ack
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Jailbreaking	A[ack



LLM	Defense
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Defense	Against	Jailbreaking
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Bai	et	al.	ConsTtuTonal	AI:	Harmlessness	from	AI	Feedback.	2022

Giving	addiTonal	consTtuTonal	principles	in	the	prompts



Defense	Against	Jailbreaking
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Adversarial	Training:	Explicitly	include	adversarial	prompts	during	training	to	make	
the	model	robust	to	jailbreak	styles.



Thank	You!
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