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Alignment	tax	is	the	extra	cost	of	making	an	AI	system	safe	and	aligned	with	human	
values,	which	can	include	reduced	performance,	increased	development	4me,	and	
higher	compute	costs	compared	to	an	unaligned	version.
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Jailbreaking	A8ack
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One	strategy:	write	a	prompt	that	gets	the	model	to	bypass	the	guidance	it	
learned	from	RLHF.O
Mgeneralization
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Can	we	make	an	aligned	language	model	generate	outputs	that	violate	its	
alignment?

One	strategy:	write	a	prompt	that	gets	the	model	to	bypass	the	guidance	it	
learned	from	RLHF.
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Defense	Against	Jailbreaking
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Bai	et	al.	Cons4tu4onal	AI:	Harmlessness	from	AI	Feedback.	2022

Giving	addi4onal	cons4tu4onal	principles	in	the	prompts
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Defense	Against	Jailbreaking
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Adversarial	Training:	Explicitly	include	adversarial	prompts	during	training	to	make	
the	model	robust	to	jailbreak	styles.
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The	Hong	Kong	University	of	Science	and	Technology

Hallucina4ons	in	LLMs
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1.	Factually	incorrect:	misalign	with	world	knowledge
But	the	model	does	not	have	no4on	on	the	external	world
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World

Model

1.	Factually	incorrect:	misalign	with	world	knowledge
But	the	model	does	not	have	no4on	on	the	external	world

2.	Hallucina4on:	misalign	with	model	knowledge
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Does	the	model	know	when	it	
doesn’t	know?
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Probing	Transformers’	Inner	States
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Zou	et	al.	Representa4on	Engineering:	A	Top-Down	Approach	to	AI	Transparency.	2023
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Alignment	for	Honesty

Zhang	et	al.	R-Tuning:	Instruc4ng	Large	Language	Models	to	Say	`I	Don't	Know’.	2023
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How	to	Improve	Models’	Factual	Correctness?
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1. Difficult	to	update	sta4c	knowledge	(e.g.,	president	of	US)	
2. The	world	is	producing	new	knowledge	everyday

Challenges:
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1. Difficult	to	update	sta4c	knowledge	(e.g.,	president	of	US)	
2. The	world	is	producing	new	knowledge	everyday

Challenges:

Retrieval	is	currently	considered	the	best	solu4on	to	improve	factual	correctness

Retrieval	also	resembles	how	humans	access	knowledge
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Retrieval-Augmented	GeneraDon	(RAG)
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Chen	et	al.	Reading	Wikipedia	to	Answer	Open-Domain	Ques4ons.	2017
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Chen	et	al.	Reading	Wikipedia	to	Answer	Open-Domain	Ques4ons.	2017
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Chen	et	al.	Reading	Wikipedia	to	Answer	Open-Domain	Ques4ons.	2017

Your	group	project	is	actually	a	standard	RAG	example,	but	in	a	more	advanced	
manner	with	mul4ple	steps-17- loopagene
-
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Retrieval	Methods
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Sparse	Retrieval
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Sparse	Retrieval
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Term-WeighDng
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TF-IDF:	Term	frequency	-	Inverse	document	frequency



Term-WeighDng
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TF-IDF:	Term	frequency	-	Inverse	document	frequency



BM25	(Best-Matching	25)
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h%ps://en.wikipedia.org/wiki/Okapi_BM25



Inverted	Index
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Inverted	Index
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We	can	quickly	look	up	which	documents	contain	the	keywords



Dense	Retrieval
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Learning	Retrieval-Oriented	Embeddings
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